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Background

• Modern networks are very large. 

• Network verification is important!
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Rodgers Canada Outage (2022)
• 13 million customers (⅓ of Canada) without Internet or cell service
• Nationwide loss of debit services, and many ATMs nonfunctional
• $142 Million in losses



Traditional Network Verification

• Given a static snapshot of Network N, we want to test Property P that:
• Reachability: a can reaches c

• Loop Detection: packets from a will not reach a 

• …
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a

b

d

c Network N



Relational Network Verification

• Given a Pre-Network N𝒐𝒍𝒅, Post-Network N𝒏𝒆𝒘 and Relational Spec S

• Is N𝒏𝒆𝒘 exactly updated from N𝒐𝒍𝒅 under S ?
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d
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b’

c’

Pre-Network N𝒐𝒍𝒅

Relational Spec S

Post-Network N𝒏𝒆𝒘

d’



Relational Verification

• An Example Scenario (Alibaba Backbone)
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A1

A4

A3A2

B1 B3B2

C1 C3C2

Administrative Zone 1 Administrative Zone 2

DC2

DC1

DC3

Router Group

C1

A1

B1

Device group  (different color is
different geographic region)

Current

Desired

• Existing path: A1 B1 B2 B3 A4 crosses from orange and blue regions
• Desired path: A1 A2 A3 A4 stays in orange region



Rela Framework 

• Rela models Networks N as set of paths P.
• Path relation R is modeled as set of path pairs.

• We then verify P𝑜𝑙𝑑 ▷ R= P𝑛𝑒𝑤 . 
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New Path Set P𝑛𝑒𝑤

{A1 A2 A3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

{A1 B1 B2 B3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

Old Path Set P𝑜𝑙𝑑

{(A1 B1 B2 B3 A4, A1 A2 A3 A4);
(A1 B1 C1, A1 B1 C1);
(C1 C2 C3 A4, C1 C2 C3 A4);
…} 

Path Relation R

▷ =



Rela Framework 

• Networks N as input packets with their set of paths P.
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Compiler Path Relations R

Relational Spec S

Equivalence  
Checker

P𝑜𝑙𝑑 ▷ R= P𝑛𝑒𝑤

New Path Set P𝑛𝑒𝑤

Output: true

Counterexample

{A1 A2 A3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

{A1 B1 B2 B3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

Old Path Set P𝑜𝑙𝑑



Problem 1: Packet Changes

• Path Changes fail to capture many useful changes.
• Tunneling: No path changes reflected, but packet changes along the path.
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New Path Set P𝑛𝑒𝑤

{A1 A2 A3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

{A1 B1 B2 B3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

Old Path Set P𝑜𝑙𝑑

{(A1 B1 B2 B3 A4, A1 A2 A3 A4);
(A1 B1 C1, A1 B1 C1);
(C1 C2 C3 A4, C1 C2 C3 A4);
…} 

Path Relation R



Problem 1: Packet Changes

• Sequence of location vs Sequence of packets.
• We need to model traces and trace changes!
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C1               R1               T1 T2 …  Tn                   R2            C2Paths:

pk1’            pk1’’          pk1 pk2 …  pkn pk2’’        pk2’Traces:

{loc = C1; 
typ = SSH;
src = 10.0.0.8;
dst = 10.0.0.9;
content =  …} 

Example packets:

C1               R1               T1 T2 …  Tn                   R2            C2

pk1’            pk1’’          pk1* pk2* … pkn*           pk2’’       pk2’

Paths:

Traces:



Problem 2: Sample-Based Checking
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• Networks P is collected through sampling.
• Risk of missing

• We need symbolic checking over all paths!

New Path Set P𝑛𝑒𝑤

{A1 A2 A3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

{A1 B1 B2 B3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

Old Path Set P𝑜𝑙𝑑



Observation

• Problems are mainly related with P.

• We need a language to describe traces and trace changes!
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New Path Set P𝑛𝑒𝑤

{A1 A2 A3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

{A1 B1 B2 B3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

Old Path Set P𝑜𝑙𝑑



Our Solution in 3 Steps

• Relational NetKAT language:
• Step 1: Lift Path Sets P to Trace Sets (NetKAT) K. 
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Paths P𝑜𝑙𝑑 , P𝑛𝑒𝑤 Traces K𝑜𝑙𝑑 , K𝑛𝑒𝑤

{A1 B1 B2 B3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

{pk1 pk1’ pk2’ pk3’ pk4;
pk1 pk1’ pk1’’;
pk1’’ pk2’’ pk3’’ pk4;
…} 

Sequence of location Sequence of packets



Our Solution in 3 Steps

• Relational NetKAT language:
• Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.

• Step 2: Lift Path Relation R to Trace (NetKAT) Relation R. 
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Path Relations R {(A1 B1 B2 B3 A4, A1 A2 A3 A4); …;}  

Rela

Our

NetKAT Relations R {(pk1 pk1’ pk2’ pk3’ pk4, pk1 pk2 pk3 pk4); …;}

Set of path pairs

Set of trace pairs



Our Solution in 3 Steps

• Relational NetKAT language:
• Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.

• Step 2: Lift Path Relation R to Trace (NetKAT) Relation R.

• Step 3: Compile and Check K𝑜𝑙𝑑 ▷ R= K𝑛𝑒𝑤! 
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Path
Equivalence  

Checker
P𝑜𝑙𝑑 ▷ R= P𝑛𝑒𝑤

NetKAT
Equivalence 

Checker
K𝑜𝑙𝑑 ▷ R= K𝑛𝑒𝑤



Our Solution in 3 Steps

• Relational NetKAT language:
• Step 1: Lift Path Sets P to Trace Sets (NetKAT) K. 
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Paths P𝑜𝑙𝑑 , P𝑛𝑒𝑤 Traces K𝑜𝑙𝑑 , K𝑛𝑒𝑤

{A1 B1 B2 B3 A4;
A1 B1 C1;
C1 C2 C3 A4;
…} 

{pk1 pk1’ pk2’ pk3’ pk4;
pk1 pk1’ pk1’’;
pk1’’ pk2’’ pk3’’ pk4;
…} 

Sequence of location Sequence of packets



NetKAT Introduction

• NetKAT: a formal system and language for network verification.
• Traces pk1 pk2 pk3 … pkn reflects history of packets.

• NetKAT: A simple regular language representing set of traces.
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Policy p, q, r ::= 
| 0 // drop all packet
| 1                 // accept all packets
| f = v/ f != v // filter f
| f <- v // update field f to v
| p ⋅ q // do p then q
| p + q // do p and q in parallel 
| p*            // do p zero or more times
| Dup          // Record the current packet to traces



NetKAT Introduction

• NetKAT: a formal system and language for network verification.

• Encoding Policy

• Encoding Topology
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Network K

• Step 1: Use existing NetKAT Kc

Policy p,q,r ::= 
0 // drop all packet          Traces: {}

| 1                 // accept all packets      Traces: {(pk,pk)}
| f = v/ f != v // filter f                         Traces: {(pk,pk)|pk.f=v}
| f <- v // update field f to v Traces: {(pk,pk[f:=v])}
| p ⋅ q // sequential composition
| p + q // union two forwarding table 

Example: Forwarding Table of hop C ActionHeader

dropsrc = 10.0.0.1

forwardsrc = 10.0.0.2

forward when 
dst = 10.0.0.5

src = 10.0.0.3

assign 
dst <- 10.0.0.5

src = 10.0.0.4



NetKAT Introduction

• NetKAT: a formal system and language for network verification.

• Encoding Policies

• Encoding Topology
18

a

b

d

c

Policy p, q, r ::= 
| 0 // drop all packet
| 1                 // accept all packets
| f = v/ f != v // filter f
| f <- v // update field f to v
| p ⋅ q // do p then q
| p + q // do p and q in parallel
| p*            // do p zero or more times

Packet from a

Packet from b

Packet from a

Packet from a

Packet from b

Packet from c

Example: Complex Topology with hop C



NetKAT Introduction

• NetKAT: a formal system and language for network verification.
• Dup explicitly records the current packet on the fly.
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Policy p, q, r ::= 
| 0 // drop all packet
| 1                 // accept all packets
| f = v/ f != v // filter f
| f <- v // update field f to v
| p ⋅ q // do p then q
| p + q // do p and q in parallel
| p*            // do p zero or more times 
| Dup          // Record the current packet to traces



Our Solution in 3 Steps

• Relational NetKAT language:
• Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.

• Step 2: Lift Path Relation R to Trace (NetKAT) Relation R. 
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Path Relations R {(A1 B1 B2 B3 A4, A1 A2 A3 A4); …;}  

Rela

Our

NetKAT Relations R {(pk1 pk1’ pk2’ pk3’ pk4, pk1 pk2 pk3 pk4); …;}

Set of path pairs

Set of trace pairs



Path Relations

• Goal: Design R for P ▷ R 
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A1

A4

A3A2

B1 B3B2

C1 C3C2

Administrative Zone 1 Administrative Zone 2

DC2

DC1

DC3

Router Group

C1

A1

B1

Device group  (different color is
different geographic region)

Current

Desired

• Existing path: A1 B1 B2 B3 A4 crosses from orange and blue regions
• Desired path: A1 A2 A3 A4 stays in orange region



Rela

• Rela components:
• P1 × P2 : Replace paths of P1 to paths of P2.

• I(P) : Keeps paths of P unchanged. 

• R1R2 : Concatenate two relations.
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Rela Path Relations

A1     B1     B2     B3     A4

A1         A2        A3       A4

R = P1 × P2 | I(P) | 0 | 1 | (R1 | R2) | R1R2 | R*  

I(A1) B1B2B3 X A2A3 I(A4)

Path 1

Path 2

Path Relation



Traces Relations

• Goal: Design R for K ▷ R 
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A1

A4

A3A2

B1 B3B2

C1 C3C2

Administrative Zone 1 Administrative Zone 2

DC2

DC1

DC3

Router Group

C1

A1

B1

Device group  (different color is
different geographic region)

Current

Desired

• Existing trace: pk1 pk1’ pk2’ pk3’ pk4 crosses from orange and blue regions
• Desired trace: pk1 pk2 pk3 pk4 stays in orange region



Relational NetKAT

• Relational NetKAT components:
• K1 × K2 : Replace traces of K1 to traces of K2.

• I(K) : Keeps traces of K unchanged. 

• R1R2 : Concatenate two relations.
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Trace Relations

pk1    pk1’    pk2’     pk3’     pk4

pk1         pk2         pk3         pk4

R = K1 × K2 | Id(K) | 0 | 1 | (R1 | R2) | R1R2 | R* |…  

I(pk1)pk1’pk2’pk3’Xpk2pk3I(pk4)

Trace 1

Trace 2

Trace Relation



Additional Features

• Filter(pkr) and Apply(pkr, K) for the:
• Fire Wall: Packets are filtered with no path changes.

• Tunneling: Packets are changed with possible path changes.
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Fire Wall

• Additional Components:
• pkr : Packet relations.

• Filter(pkr) : Filter out packets don’t satisfy pkr. 

• Let pkr’ = Id ∩ (1 × src != 10.0.0.8)
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pk1…pk10                        pk11…pk20

pk1…pk10                        pk11…pk20

Id(pk1…pk10)Filter(pkr’)Id(pk11…pk20)

Trace 1

Trace 2

Trace Relation

Additional Relations

R = …| Filter(pkr) | Apply (pkr, K) | …
pkr =  f <- v | f -> v | Id | pk1 × pk2

| pkr1 ∪ pkr2 | pkr1⋅pkr2 |
| pkr1 ∩ pkr2 | …

…      pk10.src =? 10.0.0.8   …Filter



Relational NetKAT

• Additional Components:
• pkr : Packet relations.

• Apply (pkr, K): select traces of K, apply pkr to each packet. 

• Let pkr’ = typ <- SSH ∩ …, K= pk11…pk20.
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Additional Relations

R = …| Filter(pkr) | Apply (pkr, K) | …
pkr =  f <- v | f -> v | Id | pk1 × pk2

| pkr1 ∪ pkr2 | pkr1⋅pkr2 |
| pkr1 ∩ pkr2 | …

pk1…pk10     pk11…pk20    pk21…pk30

pk1…pk10     pk11’…pk20’      pk21…pk30

Id(pk1…pk10)Apply(pkr’, K)Id(pk21…pk30)

Trace 1

Trace 2

Trace Relation



Our Solution in 3 Steps

• Relational NetKAT language:
• Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.

• Step 2: Lift Path Relation R to Trace (NetKAT) Relation R.

• Step 3: Compile and Check K𝑜𝑙𝑑 ▷ R= K𝑛𝑒𝑤! 
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Path
Equivalence  

Checker
P𝑜𝑙𝑑 ▷ R= P𝑛𝑒𝑤

NetKAT
Equivalence 

Checker
K𝑜𝑙𝑑 ▷ R= K𝑛𝑒𝑤



Framework

• Components: Compiler for K ▷ R, Checker for K𝒐𝒍𝒅 ▷ R = K𝒏𝒆𝒘
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Compiler

Input: K𝒏𝒆𝒘

NetKAT
Equivalence 

Checker

Output: true

Output: false 
counterexample

NetKAT K𝒐𝒍𝒅 ▷ R𝒐𝒍𝒅

Input: K𝒐𝒍𝒅, R



Compiler K ▷ R

• (Symbolic) Automata Compilation.
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Pre-Network K

Changes R

Symbolic 
Automata A(K)

Size: O(K)

Symbolic 
Automata A(R)

Size: O(R)

Intermediate 

Automata A(K ▷ R)
Size: O(K*R)

Symbolic Automata 

A(K ▷ R)
Worst Case Size: 

O(K*R*|Pk|)

Compile

Compile

Cross-product
And ϵ Elimination

Projection

Compiler



Projection Overview

• NetKAT K generates trace X, Relation R relates traces X and Y .

• Tape elimination usually scale up to O(|Pk|) ≈ O(2^32)!
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Intermediate 

Automata A(K ▷ R) Symbolic Automata 

A(K ▷ R)

Projection



Projection Overview

• Most relations are variants of Id and Havoc.

• Y uniquely determine X up to next transition.

• Id and Havoc only splits out 1 state instead of 2^32!
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Intermediate 

Automata A(K ▷ R) Symbolic Automata 

A(K ▷ R)

Projection



Correctness

• All of the compilation steps are followed with correctness proof.

33



Checker K1 = K2

• Algorithm adapted from KATch paper [Moeller et al. 24].
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NetKAT K𝒏𝒆𝒘

NetKAT
Equivalence 

Checker

Output: true

Output: false 
counterexample

NetKAT K𝒐𝒍𝒅 ▷ R



Implementation

• 1000 Loc of code and 600 Loc of test cases.
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Conclusions and Ongoing Works

• Relational NetKAT: An all-path verifier for traces and trace changes.

• Compact and expressive syntax.

• Fast and efficient checking and compilation.

• Implementation is ready.
• Correctness: 

• Performance: 
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Appendix
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Appendix
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