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Background

* Modern networks are very large.

. 4
Rodgers Canada Outage (2022)
o 1
* 13 million customers (¥4 of Canada) without Internet or
RNA® ___| . [N [T [ [ - [ J S T S B W ol W .\A.\fl TS
Annual Size of the Global Datasphere §0.000 ’
- P 175 ZB
160 _ £ 62,202
: 140 s E 60,000 ,
_Ej 120 g
@ 100 E 45370
80 § 40,000
60 g 35,026
40 - 25,655
20 20,000 17,459
0 12,219
2 2 2 2 2 2 2 2 2 202 £ - - - - A 7,880
3,108 4,644
0
Compute service unavailable to cstomers in some parts of 010U 2005 2016 2017 2018 2009 20202020 20222023

T o o AZERBAAN MEXICO,
A TURk

GREECE TURKEY oOMIN

L Mexico Ciy. ICAN

Europe for more than two hours.
QO 39 12:08 PM - Jun 2, 2019 ©)




Traditional Network Verification

e Given a static snapshot of Network N, we want to test Property P that:
* Reachability: a can reaches c
* Loop Detection: packets from a will not reach a

Network N



Relational Network Verification

* Given a Pre-Network N,;4, Post-Network N,,.,,, and Relational Spec S
*IsN,,., exactly updated from N,;; under S ?
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Relational Verification e

== == P Desired

* An Example Scenario (Alibaba Backbone)
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Rela Framework

* Rela models Networks N as set of paths P.
e Path relation R is modeled as set of path pairs.
* We then verify P,;;, =~ R=P,.,.

Old Path Set POld

1Al B1 B2 B3 A4;
Al B1 C1,
Cl C2 C3 A4;

Path Relation R

{(A1 B1 B2 B3 A4, Al A2 A3 A4);
(A1 B1 C1, A1 B1 C1);
(C1 C2 C3 A4, C1C2C3A4),

}

New Path Set P,

‘A1 A2 A3 A4:
Al B1 C1:
C1 C2 C3 A4;




Rela Framework

* Networks N as input packets with their set of paths P.

Old Path Set P, New Path Set P,
[A1 B1 B2 B3 A4; (A1l A2 A3 A4;
. Al B1 C1; Al B1 C1;
Relational Spec S C1C2 03 Ad C1C2 C3 Ad:
v \4

- ————

_______________

Equivalence —> Qutput: true

Path Relations R . Checker
> ! Pora © R= Pew E
: ———> Counterexample

_______________

______________________
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Problem 1: Packet Changes

e Path Changes fail to capture many useful changes.

* Tunneling: No path changes reflected, but packet changes along the path.

Old Path Set Pold

{Al B1 B2 B3 A4,
Al B1 C1;
C1l C2 C3 A4;

)

Path Relation R

{(A1 B1 B2 B3 A4, Al A2 A3 A4);
(Al B1 C1, A1 B1 C1);
(C1 C2 C3 A4, C1 C2 C3 A4);

}

New Path Set P,

(A1 A2 A3 A4:
A1 B1 C1:
C1 C2 C3 A4;




Problem 1: Packet Changes

e Sequence of location vs Sequence of packets.

* We need to model traces and trace changes!

Paths: C1l R1 T1T2 - Tn R2 C2
Traces: pk1’ pk1” pkl pk2 - pkn pk2” pk2’
E F\i\?c;?gre E Internet — E —
5 HQ
= —— Tunnel (/ \) . LAN
l—— & unne B
E Client E Router \/ Router o
HQ
Paths: Cl1 R1 T1T2 - Tn R2 C2
Traces: pk1’ pkl” pkl* pk2+* -+ pkn* pk2” pk2’

Example packets:

{loc = C1;

typ = SSH;
src = 10.0.0.8;
dst = 10.0.0.9;
content = -}




Problem 2: Sample-Based Checking

* Networks P is collected through sampling.
* Risk of missing
* We need symbolic checking over all paths!

Old Path Set P, New Path Set P,,,.,,
[ATBI B2 B3 A4 {A1 A2 A3 A4;
Al B1 C1: Al B1 C1:
C1 C2 C3 A4; C1 C2 C3 A4;




Observation

* Problems are mainly related with P.
* We need a language to describe traces and trace changes!

E worker E Internet — BH —
: HQ
£ ; ¢ é (/ Tunnel (/\) ? é : LAN
' Client Router \ \/ Router
! ! a2
HQ
Old Path Set P, ; New Path Set P,
{A1 B1 B2 B3 A4; {Al A2 A3 A4;
Al B1 C1; Al B1 C1,
C1l C2 C3 A4, C1l C2 C3 A4;




Our Solution in 3 Steps

* Relational NetKAT language:
e Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.

Paths POld: PTLBW Traces KOld’ Knew
{A1 B1 B2 B3 A4; > {pkl1 pkl' pk2’ pk3’ pk4;
Al B1 C1; pkl pkl’ pk1”;

C1 C2 C3 A4; pk1” pk2” pk3” pk4:

Sequence of location Sequence of packets



Our Solution in 3 Steps

* Relational NetKAT language:
e Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.
e Step 2: Lift Path Relation R to Trace (NetKAT) Relation R.

Path Relations R {(A1 B1 B2 B3 A4, A1 A2 A3 Ad); -1}

NetKAT Relations R

{(pkl pkl' pk2’ pk3’' pk4, pkl pk2 pk3 pk4); -}

Set of path pairs

Set of trace pairs



Our Solution in 3 Steps

* Relational NetKAT language:
e Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.
e Step 2: Lift Path Relation R to Trace (NetKAT) Relation R.
 Step 3: Compile and Check K,;; > R=K,,,,, !

- - - - - - -

Path |  NetKAT

Equivalence | . | Equivalence
Checker | 5 Checker

i Poid R=Ppeyw E Ko R= K, ew

______________________

- e e e e e e e = =



Our Solution in 3 Steps

* Relational NetKAT language:
e Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.

Paths POld: PTLBW Traces KOld’ Knew
{A1 B1 B2 B3 A4; > {pkl1 pkl' pk2’ pk3’ pk4;
Al B1 C1; pkl pkl’ pk1”;

C1 C2 C3 A4; pk1” pk2” pk3” pk4:

Sequence of location Sequence of packets



NetKAT Introduction

* NetKAT: a formal system and language for network verification.
* Traces pkl pk2 pk3 ... pkn reflects history of packets.
* NetKAT: A simple regular language representing set of traces.

Aggregated Geometry

Selection

e feature starting point

Policy p, q, r ::=
f5::el @ P4

| O // drop all packet
| 1 // accept all packets

o f3:el
/ N / | £=/ F 1= // fiter f
O\“

| f<-v // update field fto v
| p-q // do p then g

| ;o | p+q // do p and q in parallel
bamer@ e | p* // do p zero or more times

| Dup // Record the current packet to traces

16



NetKAT Introduction

* NetKAT: a formal system and language for network verification.

r
Header  laction

Example: Forwarding Taple of hop C

src = 10.0.0.1 drop
src = 10.0.0.3 forward when

° dst = 10.0.0.5
src = 10.0.04 Assign

dst <- 10.0.0.5
Policy p,q,r ::= .
_ _ 0 // drop all packet Traces: {}
* Encoding Policy Traces: {(pk,pk)}

| f=v/fl=v//filter f Traces: {(pk,pk) | pk.f=v}
| f<-v // update field fto v Traces: {(pk,pk[f:=v])}
| o-q // sequential composition

| p+q // union two forwarding table L



NetKAT Introduction

* NetKAT: a formal system and language for network verification.

Example: Complex Topology with hop C

Policy p, q, r ::=
J | O // drop all packet

Packet from b
\\'_.J ° | " f=v/fl=v//filter

1 | f<-v // update field f to v
J ‘ lp-q // do © then g
\ | 0 +q // do 1 and g in parallel
I *

_—

d

Packet from a

* Encoding Topology

18



NetKAT Introduction

* NetKAT: a formal system and language for network verification.
* Dup explicitly records the current packet on the fly.

e Aggregated Geometry
Selection

. Line feature

Policy p, q, r ::=

| O // drop all packet

| 1 // accept all packets

| f=v/fl=v//filter f

| f<-v // update field fto v

|p-qg  //doptheng

|p+q //dopandqin parallel

| p* // do p zero or more times

| Dup // Record the current packet to traces

19



Our Solution in 3 Steps

* Relational NetKAT language:
e Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.
e Step 2: Lift Path Relation R to Trace (NetKAT) Relation R.

Path Relations R {(A1 B1 B2 B3 A4, A1 A2 A3 Ad); -1}

NetKAT Relations R

{(pkl pkl' pk2’ pk3’' pk4, pkl pk2 pk3 pk4); -}

Set of path pairs

Set of trace pairs



Path Relations N

== == § Desired

 Goal: Design R for P~ R

Administrative Zone 2

_____________________ Administrative Zone 1
DC1 ) ’ ™
~ROTEr BTN | plomee
| Al A2
—
| Vol
__ Bl i B2
DC2 J\ |
B1 @ e e R e n e P
eeeeeeeeee-de - Existing path: A1 B1 B2 B3 A4 crosses from orange and blue regions

Device group (differentcoloris e Desired path: A1 A2 A3 A4 stays in orange region
different geographic region) :



Rela

* Rela components:

* P1 x P2 : Replace paths of P1 to paths of P2.
* |(P) : Keeps paths of P unchanged.
* R1R2 : Concatenate two relations.

Rela Path Relations

R=P1xP2|I(P)|0|1|(RL|R2)|RLR2 |R=

Path 1

Al

Bl

B3 | Ad

Path Relation

(A1

B1B2B3 X A2A3 [I(A4)|

Path 2

Al

A3 A4

22




Traces Relations N

== == § Desired

e Goal: Design R for K > R

Administrative Zone 1 Administrative Zone 2
DC1 )

—RoorereTopD )

! I Bl o Ee e —

I Al . A2

"

| | |

; Bl - = B2

i DC2 J\ 5 ;

Al = @ = @ -
B1 @ B S T

'+ Existing tracelpkl pkl pk2’ pk3’ pk4|crosses from orange and blue regions

Device group (different col .
different geographic regior, Desired trace: pk1 pkZ2 pk3 pk4]stays in orange region




Relational NetKAT

* Relational NetKAT components:

Trace Relations

R =K1 x K2 1d(K) [0 ]1]|(RL|R2)|RIR2 | Rx |-

* K1 x K2 : Replace traces of K1 to traces of K2.
* |(K) : Keeps traces of K unchanged.
* R1R2 : Concatenate two relations.

Trace 1 pkl pkl’

traceRelation  [I(pk )k 1 pk2 pk3Xpk2pk3|(pkd))

Trace 2 Dk]_

24




Additional Features

* Filter(pkr) and Apply(pkr, K) for the:

* Fire Wall: Packets are filtered with no path changes.

* Tunneling: Packets are changed with possible path changes.

Firewall

E Client E Router

Internet

7N\

(/

Tunnel ( )

> p —
@

N

Router

— B —
HQ

HQ
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Fi re Wa " Additional Relations

pkr= f<-v|f->v|Id | pkl x pk2
* Additional Components: | pkrl U pkr2 | pkrl-pkr2 |

R = -| Filter(pkr) | Apply (pkr, K) | -

i | pkrl N pkr2 | -
* pkr : Packet relations.
* Filter(pkr) : Filter out packets don’t satisfy pkr.
* Let pkr’ =Id n (1 x src !=10.0.0.8)
Tracel  “—7pkl] O/\J/ﬁ pk11--pk20
—“ WAN\/E
tacemeiation ~— - pkl0.src =2 10.0.0.8

L

Trace 2 E_Bpk:l_pk]_() pkllkaO




Additional Relations

Relational NetKAT

R = -| Filter(pkr) | Apply (pkr, K) | -

pkr= f<-v|f->v|Id | pkl x pk2
| pkrl U pkr2 | pkrl-pkr2 |

e Additional Components:
| pkrl N pkr2 | -

* pkr : Packet relations.
* Apply (pkr, K): select traces of K, apply pkr to each packet.
* Let pkr’ =typ <-SSH n ..., K= pk11...pk20.

-| ; -F\i:{;ri]léis- ; Internet — H — | p k3 O
5 o
E = E — é ( Tunnel (/ \) ’ é : -
: T
Trac E Client E Router \ \ / Router - g ] ‘ 1 o p k3 O)

HQ

Trace 2 PKLPK1U PKL1l1l -—pkKZU pkz21:-pk30




Our Solution in 3 Steps

* Relational NetKAT language:
e Step 1: Lift Path Sets P to Trace Sets (NetKAT) K.
e Step 2: Lift Path Relation R to Trace (NetKAT) Relation R.
 Step 3: Compile and Check K,;; > R=K,,,,, !

- - - - - - -

Path |  NetKAT

Equivalence | . | Equivalence
Checker | 5 Checker

i Poid R=Ppeyw E Ko R= K, ew

______________________

- e e e e e e e = =



Framework

* Components: Compiler for K > R, Checker for K,;; > R= K,z

Input: «,,,, R Input: k.,
v CTTTTTTT B )
"""""""" | ——> Qutput: true
| | NetKAT K, = Rois | NetKAT
. Compiler | » | Equivalence '
| | Checker

_______________

— Output: false
e ' counterexample

29



_______________

Compiler K > R

O
®)
=
=
)
-

* (Symbolic) Automata Compilation. '
Cross-product
And € Elimination
Pre-Network K Symbolic
Automata A(K) Projection

Symbolic Automata
Intermediate A(K > R)

Automata A(K - R)

Changes R Symbolic
Automata A(R)

n Y3

start




Projection Overview

* NetKAT K generates trace X, Relation R relates traces Xand Y .
* Tape elimination usually scale up to O(|Pk|) = O(2732)!

Intermediate _
Automata A(K [~ R) Symbolic Automata

A(K > R)

(,’L‘l,yl) (:‘y’.:“:yli)

Projection

start

start (Skys Se1 )| (25, 1))

31



Projection Overview

* Most relations are variants of |d and Havoc.

* Y uniquely determine X up to next transition.
* |d and Havoc only splits out 1 state instead of 2/32]

Intermediate

Automata A(K [~ R) Symbolic Automata

A(K > R)

(x1,11) (3, y3)

Projection

start

start (Skys Se1 )| (25, 1))

32



Correctness

* All of the compilation steps are followed with correctness proof.

Theorem 12. For A transitions, there exists xg, x1, ..., %, such that:
(Il,yl)(mz}yzg---(ﬂ?myn)
(50, (0, ¥0)) kr (Sns (T Un)),

if and only if for |A| transitions, we have:

(30: yO) yl&}ynkr (Sn: yn)

Theorem 8 (Composition). Let A(K) be (Sk, A, sk0, Skf, Ak), A(R) be (Sr, A, S50, Srfy Ary Ar1, Aya),
and A(K > R) be (Skr, A, Skros Skrf, Mkr), which is the composition of A(K) and A(R).
If n > 1, then:

33;1? Ta,...,Tn, (Skrﬂa (mﬂy ?Jn)) o 1"14‘;"” o kr ((Skma Srn)r (:rn? yn))

if and only if

(w.y1--yn)
) 1

Jw,  (sk0,T0) —k (Skn,Tn)  and  (Sy0, (To,yo) v (Srms (Tny Yn))-

33



Checker K, = K,

* Algorithm adapted from KATch paper [Moeller et al. 24].

> —> Output: true
. NetKAT |
NetKAT k., - Equivalence |

» 1 Checker !
| ——— QOutput: false

R ' counterexample

34



Implementation

1000 Loc of code and 600 Loc of test cases.

delta_krx (man:man) (pkl:pk) (pk2:pk) (pk3:pk) (pk4:pk) (nkro:( t option* t option)):( t)
worklist = create()

nkl = ( ¢ add ( (1 )) ( add empty))))
nk2 = ( (2 , add ( (3 ) (

nkro7 = ( (nk1,nk2)) ( (
nkrosmap7 = generate_all_transition man pkl pk2 pk3 pk4 nkro7

nkrobmap7 = simplify all transition man pkl pk2 pk3 pk4 nkrosmap7
nkrobsmap?7,startll) = determinization nkro7 nkrobmap7

nkro8 = nkl ( nk2)
nkrosmap8 = generate_all transition man pkl pk2 pk3 pk4 nkro8
nkrobmap8 = simplify all transition man pkl pk2 pk3 pk4 nkrosmap8
nkrobsmap8,startl2) = determinization nkro8 nkrobmap8

assert_equal bisim man pk3 pk4 startll startl2 nkrobsmap7 nkrobsmap8

delta krx_aux ( fold ( ro bdd acc -»> add ((nko,ro),bdd) worklist
add_nkro_mapping (nko,ro) bdd acc) epsilon_closure ro_map left




Conclusions and Ongoing Works

e Relational NetKAT: An all-path verifier for traces and trace changes.
* Compact and expressive syntax.
 Fast and efficient checking and compilation.

* Implementation is ready.

e Correctness: &
* Performance: =



Appendix

A quick look of projection algorithm

1. Consistency: For all s.s", x1, x{, X2, X5, ¥, V1, V5

((le}/)v (Xinyi)) €Ass' A ((XQ,}/), (Xév}/é)) €cAss

implies:

/

((le}/)v(xéayé)) €Ass A ((X2aY)?(X{a.Vi)) €Ass.

2. Summary: For all s,s’, y, one of the following holds:
» For all x, it holds that

Xy (6 x), (X, y) €A s s’ <= (x,y) € R(s).
» For all x,x’,y’, it holds that:
((y). (X y) ¢ Ass.

3. Preservation of R: For all s,s',x,y,x,y/, if:

(x,y),(x,y") e As s,

then:
(x',y") € R(s").

37



Appendix

Algorithm 1: NetKAT Automata Equivalence Check
1 Input: Two automata A; = (51, 4, s10, 515, A1), Az = (52, A, 520, Saf, Ag).

2 Output: A Boolean indicating whether the automata are equivalent.

1. Initialize W < {(s10, S20, @) | @ € A}.
2. While W changes:

(a) For each (s1,$2, ) € W:

i. If s; € Sif and sy ¢ Syf or vice versa, then return false.

ii. Else Update W «— W U {(s}, $5, ) | (o, ') € (Ay(s1,57) N Ay(s2,55))}-

3. Return true.

38
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